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ABSTRAK 
Pada zaman kini, watermark memainkan peranan yang penting terutamanya dalam 
penghasilan produk yang mempunyai hak cipta terpelihara oleh mana-mana pihak tidak kiralah 
dalam bentuk fizikal mahupun digital. Kepentingan watermark ini meningkat disebabkan oleh 
peningkatan penggunaan teknologi internet dalam menghantar data ke pihak yang tertentu. 
Oleh yang demikian, terma digital watermark menjadi bertambah terkenal apabila kita semakin 
menggunakan banyak informasi yang melibatkan teknologi digital. Digital watermark boleh 
digunakan ke atas gambar RGB untuk melindungi hak cipta gambar tersebut. Setiap gambar 
mempunyai piksel yang banyak dan digital watermark ini menggunakan Least Significant 
Bit(LSB) untuk meletakkan digital watermark tersebut. Hal ini adalah kerana untuk 
mengurangkan kekacauan ke atas gambar asal sebanyak mungkin kerana ianya 
berkemungkinan akan mengubah warna gambar asal tersebut. Digital watermark ini terletak di 
LSB kerana daya penglihatan mata manusia yang terhad untuk melihat pemindaan yang amat 
sikit sekali di dalam gambar asal. Semakin sedikit pemindaan yang nampak di dalam gambar 
asal, semakin baik digital watermark itu kerana objektif utama menggunakan digital watermark 
ini adalah untuk meletakkan ciri keselamatan yang paling tinggi ke dalam gambar dan dalam 
masa yang sama meletakkan kekacauan yang paling sedikit ke atas gambar tersebut. Kajian ini 
mencadangkan untuk mengaplikasikan Hilbert-Peano pattern untuk digunakan untuk 
memenuhi syarat ini untuk menjamin keselamatan gambar digital tersebut setinggi yang 
mungkin. Keputusan dari eksperimen yang akan dijalankan menggunakan Hilbert-Peano 
pattern ini akan dibandingkan dengan hasil keputusan dari pattern yang sedia ada untuk 
membandingkan keputusan dari segi aspek keselamatan. Kajian ini menjangkakan keputusan 
yang lebih baik dari aspek keselamatan berbanding pattern yang sedia ada.  
 
 
 
 
 
iv 
 
ABSTRACT 
In the present, watermark plays an important part in all copyrighted content whether it 
is physical or digital. The importance of watermark in digital data increases as the usage of 
internet in transferring data increases day by the as the improvement in technologies improves. 
Therefore, the term digital watermark become more and more famous as we become more 
dependent on digital information. Digital watermarking can be used on RGB images to protect 
the ownership of the images. An image consists of many pixels and the digital watermark uses 
the Least Significant Bit (LSB) to apply the watermark. This is to reduce the disturbance to the 
original image as much as possible as it might alter the colour of the original image. The digital 
watermark is located in the LSB because the human eye has a limit on seeing the fewest 
disturbance that has been made on the original image. The fewer the disturbance on the original 
image, the better the digital watermark as the main objective of using digital watermark is to 
apply the highest security as possible to the digital image and in the same time to reduce as 
most disturbance as possible that can be visible to the human eye. This research proposed a 
hybrid mapping pattern which is Hilbert Peano Curve to try to achieve the highest security as 
possible from alteration. The result of the experiments will be compared with the existing 
watermark to prove the security of the proposed pattern. The results of this research are 
expected to be better in terms of security if compared to other digital watermarking schemes.  
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CHAPTER 1 
 
 
INTRODUCTION 
In this modern era where most communication that happens in this world requires the 
internet, almost everyone transmits most of their data online. The rise in the usage of social 
media replacing real life meeting or communications has made people share most of their 
information over the internet through digital media. Most people now prefer to share what they 
are doing by posting pictures of them through social media such as Facebook and Instagram 
and all these applications requires the internet connection. In the aspect of work, people 
nowadays prefer to use emails to send their documents instead of printing and posting them 
because by using the email, it requires less effort and less money if you want to deliver the 
documents to other people. All of these examples prove that people nowadays are using more 
and more digital media as their method of choice rather than using the traditional method such 
as sharing an album of photo of themselves or even use the mail to deliver documents to the 
other company. 
 
In the process of sharing information on the internet, security play a big role in ensuring the 
data transferred from the sender arrives to the receiver without any disturbance from an 
unknown entity that might be stealing any information from the transferred data. All of the data 
on the internet should be kept secret from the others except the sender and servers since that 
the data may be security-sensitive (Singh, 2018). The data also requires authentication to 
provide confirmation on the authenticity of the data. The data also must be confirmed that it 
does not been tampered by any outside entity.  
 
The most important aspects about transmitting the data on the internet is the data security. Data 
security is making sure that our data is safe from accidental or malicious damage (Morrissey, 
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1996).  Security is an important aspect in every process in the internet because we are not sure 
who or what we are dealing with when we are sharing our information on the internet.  
 
The most known data security techniques can be classified into two categories: Digital 
watermarking is one of the techniques that can be used to solve this problem. Digital 
watermarking is a capability for inserting information known as watermark, into an image 
which later can be extracted or observed for various purposes such as identification and 
authentication. Besides providing security, this technique can also be utilized to gain 
information about the source, owner, distributor or creator of an image or a document. The 
second category is steganography which focuses more on bandwidth of the hidden messages 
while hiding a message, file or an image within another message, file or image but in the aspect 
of watermarking, the watermark robustness is the key performance parameter.  
 
This paper will discuss about the current available digital watermarking pattern and 
effectiveness in protecting the digital data and will also figure out if there is any possible 
improvement in new mapping pattern for digital watermarking. 
 
1.1 Problem Statement 
Two fragile watermarking schemes CLSB-SPIRAL and LSB-HILBERT for 
authentication have been developed with the special feature of embedding. They applied unique 
pattern of numbering to decide the watermark bits location. These schemes have extended the 
current technology of fragile watermarking. The watermarked images age proven theoretically 
and experimentally as good and qualified to use in clinical diagnosis. The accepted noise for 
human sight is 32dB, and they managed to get below this value. However, the current 
watermarking pattern took some time to embed the chosen watermark into the images. Thus, 
research is to test whether the proposed watermarking pattern is faster than the current 
watermarking pattern available.  
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1.2 Objective 
The objectives of this thesis are: 
i. To study about fragile watermarking schemes for authentication and mapping 
techniques 
ii. To apply new mapping pattern in fragile watermarking 
iii. To evaluate the quality of new pattern 
 
1.3 Scope 
The research will be focusing on watermarking in medical images. 
 
1.4 Significance 
After completion of this thesis, it will: 
i. Improve on current digital watermarking methods 
ii. Conclude that whether the new proposed pattern is better than the current 
iii. Helps as a reference to future research 
 
1.5 Thesis Organization 
This thesis consists of five chapters which are introduction, literature review, 
methodology, implementation, testing and result discussion and conclusion.  
 Chapter 1 will discuss on the introduction of the proposed watermarking scheme. It also 
contains the problem statement, objectives, scope, the research significance and the thesis 
organization. 
 Chapter 2 will discuss the literature review which is based on the current available 
watermarking technique that is available. There will explanations about the techniques of 
watermarking, requirement of watermarking, types of attack on watermarks and the 
comparison between some of the available watermarking methods. 
 Chapter 3 will discuss about the research methodology and the workflow to achieve the 
objective of this research.  
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